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PowerSchool Products and API Services Statement 
 
Purpose:  
The purpose of this statement is to provide relevant information to end-users about PowerSchool’s use of Google API Services in PowerSchool’s 
software, platform, or services (“products”). 
 
What are Google API Services:  
Google API Services is a set of Application Programming Interfaces (APIs) that allows PowerSchool products to interact with and use Google 
features (such as Gmail, Google Cloud, etc.). 
 
Description, and PowerSchool’s Commitments:  
For certain PowerSchool products, Google API services may be leveraged by PowerSchool to enable users have access to [their] Google provided 
services, such as their Google Cloud to enable users share files on PowerSchool’s products. These services also enable users to edit or delete any of 
their files stored on Google Cloud from the interface within PowerSchool products. Google API (which is the connecting point between 
PowerSchool’s product, and Google provided services) is connection ensured by the authentication of a user, and followed by authorization by the 
user to allow the PowerSchool product access the Google feature(s).  
 
Below we state PowerSchool’s commitment when we process your data through Google API integration in a PowerSchool product. PowerSchool is 
committed: 

a. To keep users’ credentials secure, and confidential where PowerSchool has obtained a user’s credentials to access any integrated Google 
feature(s). 

b. To ensure your data on PowerSchool products when you use Google API Services are processed securely, both in transit and at rest against 
unauthorized or unlawful access, use, destruction, loss, alteration, or disclosure. Please see more information in the “Security” section of 
this Privacy Statement. 

c. To only request access to the minimum necessary data by requesting the minimum relevant permission from users to access a Google feature.  
d. To respect your (privacy) selection when you refuse to grant access to a Google feature during the authentication and authorization process. 

Note that this may mean you will have to find other means of providing relevant information, files, etc., on the relevant PowerSchool product. 
 
Please note that this Statement must be read in consonance with the PowerSchool Privacy Statement, and Terms of Use of applicable PowerSchool 
product. 
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PowerSchool Product Identity, Intent of Requested Data, Type of Data Requested, Recipient, etc.: 
 

List of 
PowerSchool 

products, and its 
primary 

functionality 

Google 
service 

Type of Data 
Requested 

Purpose of 
Requested 

Data 

Does the 
PowerSchool 

product 
Stores/Share 

Google user data 

Any 
Action 

taken on 
Users’ 

behalf? 

Recipient of 
Data? 

PowerSchool 
Product 
Access 
Scope 

Retention 
Period by 

PowerSchool 

1. Schoology 
Learning  

 
(Schoology is a 
learning 
management 
system targeted at 
schools. 
Schoology's main 
features are 
attendance 
records, grades, 
exams, and 
homework. 
 

 
a). Google 
Drive 
 
b). YouTube 
 

 
a). Log in 
credentials.  
 
Files (to 
ensure 
submission of 
assignments 
on 
Schoology) 
 
b). No 
Personal Data 
is sent to 
YouTube 
from 
PowerSchool. 
 

 
a). Log in 
credentials 
(to 
authenticate, 
and authorize 
access to 
Google 
Cloud) 
 
Files (to 
ensure 
submission of 
assignments 
on 
Schoology) 
 
b). No 
Personal Data 
is sent to 
YouTube 
from 
PowerSchool. 
 

 
a). Yes, for 
subsequent 
authentication, we 
use a Cookie placed 
on your device to 
remember this, etc. 
 
b). No Personal Data 
is sent to YouTube 
from PowerSchool. 
 

 
a). None 
 
b). 
YouTube 
is only 
enabled 
within 
Schoology 
when 
Customer 
adds 
YouTube 
via the 
API 
Client. 

 
a). 
PowerSchool, 
and 
School/District 
customer 
 
b. No Personal 
Data is sent to 
YouTube from 
PowerSchool. 
 

 
a). Read only 
 
b).None 
 

 
Customer 
Data is 
retained for 
as long as the 
customer has 
an active 
subscription 
with 
PowerSchool.  
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2. PowerBuddy™   
 
(PowerBuddy is 
designed to deliver 
adaptable, 
individualized 
experiences 
enabling 
educators, 
students, 
administrators, 
parents, and 
communities to 
unlock the 
untapped potential 
of personalized 
teaching and 
learning, paving 
the way for a future 
where every 
student can thrive 
as lifelong 
learners.) 

 
a). YouTube 

 
a). No 
Personal Data 
is sent to 
YouTube 
from 
PowerSchool. 

 
a). No 
Personal Data 
is sent to 
YouTube 
from 
PowerSchool. 

 
a). No Personal Data 
is sent to YouTube 
from PowerSchool. 

 
a). None 

 
a). No 
Personal Data 
is sent to 
YouTube from 
PowerSchool 

 
a). None 

 
Customer 
Data is 
retained for 
as long as the 
customer has 
an active 
subscription 
with 
PowerSchool 
 

 

 
 
Contact: 
All PowerSchool products listed above are managed by PowerSchool Holdings Inc. located at 150 Parkshore Dr. Folsom, CA 95630. Please send all 
privacy-related questions to privacy@powerschool.com 
 
 
 


